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At a glance
Cisco Public

Case study:
Retail (Ransomware)

Challenges

Business-impacting ransomware incident impacting
multiple locations.

Lack of endpoint detection and response solution
with no active monitoring.

COVID-19 pandemic affecting customer’s detection
and containment effort.

Solution

CTIR engaged via the Emergency Response Service
for incident command, forensic analysis, and expert
guidance on containment and eradication.

CTIR performed dark web research and identified

leaked credentials approximately four months prior to

the intrusion.

CTIR deployed Cisco Secure Network Analytics and
Cisco Umbrella to assist.

Outcomes

CTIR assessed with moderate confidence the
likely root cause and vulnerability leveraged for
initial access.

CTIR and the customer were able to contain the

adversary, preventing further impact to approximately

1K additional retail stores.
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Retainer: Example of Reactive Services

Scoping: Assess the current situation to understand how best to initiate
and design a response strategy.

Coordination: Tracking status, outstanding action items, and compiling
updates as needed to ensure the incident is handled with care.

Investigation: Understanding the scope of the attack by deploying the
necessary tools, reviewing log sources to analyze patterns and issues,
performing needed forensics, and reverse engineering malware.

Containment: Removing the ability for the adversary to continue to
operate in the environment.

Remediation: Guidance on removal of malware and other tools and
artifacts left by the adversary.

Final Report: Upon completion, a report can be issued that may include
an incident summary, recap, findings and recommendations

Next Steps

To learn more about this service or the Cisco Talos Incident
Response Retainer, please contact your account team or visit
the for more information.


https://talosintelligence.com/incident_response

